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What is CCSP - Certified Cloud Security Professional
CCSP (Certified Cloud Security Professional) is the standard in Cloud Security certification of (ISC) 2 and the
Cloud Security Alliance. Spread over six domains, topics such as cloud architecture, the impact on risk
management, business continuity, identity management and legal / compliance are dealt with.
Important topics such as cloud environments in IT (Security) Audits and gaining hands-on experience in
Cloud Security implementations, however, remain underexposed in CCSP. Only in this master class will you
follow CCSP in combination with two included evening sessions based on the Cloud Security, Audit &
Compliance training in which precisely these themes are explored.

Who should attend CCSP - Certified Cloud Security Professional
This training is suitable for everyone who works in a role such as:

Security professional
IT (Security) Auditor,
Virtualization or Cloud administrator,
Risk Managers

and anyone else involved in the security or implementation of cloud solutions

Prerequisites

At least five years of IT experience, of which three in information security / IT Security and at least one year
in one or more of the CCSP domains



Objectives

In the CCSP / CSAC training you will among other things:
Learn to view and understand Cloud Security and risks from different perspectives;
Assess and implement the required security controls in cloud environments that ensure confidentiality,
integrity and availability;
Gain hands-on experience in a Cloud Security implementation using products that are widely used in the
market for that purpose;
Learn which parts of a cloud environment are audited and how this process works;
Learn to use methods to effectively incorporate a Cloud environment in an IT (Security) Audit;
Discover how to handle compliance and assurance in the Cloud;
Learning to perform risk assessments on existing and potential Cloud environments;
Design Service Level Agreements (SLA) for Cloud environments;
Be prepared for the CCSP exam by (ISC)2



If a third-party copyright applies to this course, you will find the copyright on
https://academy.capgemini.nl/en/topic/trademarks/

Capgemini Academy’s general terms and conditions are applied to all products and services
mentioned within this document. For the latest version please check
https://academy.capgemini.com/. The rates of products and services mentioned in this document
are subject to change. For the most recent rates, please also visit our website.

About Capgemini Academy

Capgemini Academy’s professionals offer what people in IT need. Our professionals have a keen
eye for motivation, talent and are aware of specific contexts and circumstances. They move people
to move. Programmes and courses that originate from daily experience of our both didactical and
substantively strong trainers, light a fire within the individual IT professionals.
Real life stories of our professionals’ experience that tell how to solve problems and work with the
people around it, do the rest.

An organization, like ours, helps people and their organizations day by day to get the best out of
themselves and each other. We prepare them to defy tomorrow’s challenges. We stimulate learning
and curiosity. In order for individual IT professionals and their employers, to build better, longer and
more intensive relationships. For mutual benefit.

Capgemini Academy. We transform IT professionals
academy.capgemini.nl
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