
Certified Ethical Hacker - CEH including
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Partner Training
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Spoken Language Dutch

Language Materials English

Dayparts 10

Price €3.950,00
excl. VAT No extra costs.

What is Certified Ethical Hacker - CEH
In the Certified Ethical Hacker (CEH) training you learn to view (and test) the security of an organization
through the eyes of a hacker.
Despite all efforts to secure an application or network, hackers still seem to be able to steal critical
information from organizations.
The CEH training places you in the shoes of the hacker or cyber criminal, through which you will learn to
understand his line of thought, weapons and working method. With this knowledge and acquired skills, after
the training you will also be able to test your own network or application for vulnerabilities. This makes CEH
unlike most security training courses an offensive training course that will broaden your outlook on security.
This training is including the CEH exam.

Who should attend Certified Ethical Hacker - CEH
The application of CEH is wide, so the training is important for many different target groups:

Security Professionals learn the principles of a penetration test and how hackers deal with various
security solutions.
IT and Security Managers or Security Auditors learn more about the technical vulnerabilities in an
organization and the role that the IT department can play in this.
For System or Network administrators or developers, CEH is the ultimate security awareness training.

Prerequisites

Experience in IT and / or information security. Network knowledge is an advantage.



Objectives

Introduction to Ethical Hacking
Footprinting and Reconnaissance
Scanning Networks
Enumeration
System Hacking
Malware Threats
Sniffing
Social Engineering
Denial of Service
Session Hijacking
Hacking Web servers
Hacking Web Applications
SQL Injection
Hacking Wireless Networks
Hacking Mobile Platforms (expanded in Version 9)
Evading IDS, Firewalls and Honeypots
Cloud Computing (new in Version 9)
Cryptography



If a third-party copyright applies to this course, you will find the copyright on
https://academy.capgemini.nl/en/topic/trademarks/

Capgemini Academy’s general terms and conditions are applied to all products and services
mentioned within this document. For the latest version please check
https://academy.capgemini.com/. The rates of products and services mentioned in this document
are subject to change. For the most recent rates, please also visit our website.

About Capgemini Academy

Capgemini Academy’s professionals offer what people in IT need. Our professionals have a keen
eye for motivation, talent and are aware of specific contexts and circumstances. They move people
to move. Programmes and courses that originate from daily experience of our both didactical and
substantively strong trainers, light a fire within the individual IT professionals.
Real life stories of our professionals’ experience that tell how to solve problems and work with the
people around it, do the rest.

An organization, like ours, helps people and their organizations day by day to get the best out of
themselves and each other. We prepare them to defy tomorrow’s challenges. We stimulate learning
and curiosity. In order for individual IT professionals and their employers, to build better, longer and
more intensive relationships. For mutual benefit.

Capgemini Academy. We transform IT professionals
academy.capgemini.nl
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