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What is Ethical Hacking Fundamentals
In the training Ethical Hacking Fundamentals participants will get a basic understanding on how hackers
think and how this is different from ethical hacking. Participants will get a walkthrough, through different
example pentest reports where they will get to know the difference between a good and a great pentest
report. The “Threat Modelling” presentation will teach the participants on how to create high level “data flow
diagrams” for any application/process and apply the STRIDE/DREAD Methodology to create and understand
risks that are relevant to scoping security for a pentest tender/assignment.
Participants will get an understanding of several OWASP Top 10’s relating to Web, Mobile and API. During
this interactive hacking session, the instructor will demonstrate findings relating to OWASP and how this can
be translated to risk management. During the Code Reviewing session participants will get an understanding
on how to communicate on new functionalities in code and how to achieve their goals while performing code
reviews.

Who should attend Ethical Hacking Fundamentals
Ethical hacking can be widely applied. This makes this training interesting for a broad audience, like:

Security professionals
Security managers
Security auditors
Network administrators
System administrators
Developers and Testers

Prerequisites

Prerequisites:



Computer fundamentals and how they work
Know how to use the internet and search engines effectively to gather information
Laptop/computer with internet to follow this course.

Objectives

After this training, participants:

have a basic understanding of the way hackers think
know the characteristics of a great pentest report
know how to create a dfd and apply the STRIDE/DREAD methodology
have an understanding of OWASP Top 10
understand how code reviews are performed and what the common pitfalls are.



If a third-party copyright applies to this course, you will find the copyright on
https://academy.capgemini.nl/en/topic/trademarks/

Capgemini Academy’s general terms and conditions are applied to all products and services
mentioned within this document. For the latest version please check
https://academy.capgemini.com/. The rates of products and services mentioned in this document
are subject to change. For the most recent rates, please also visit our website.

About Capgemini Academy

Capgemini Academy’s professionals offer what people in IT need. Our professionals have a keen
eye for motivation, talent and are aware of specific contexts and circumstances. They move people
to move. Programmes and courses that originate from daily experience of our both didactical and
substantively strong trainers, light a fire within the individual IT professionals.
Real life stories of our professionals’ experience that tell how to solve problems and work with the
people around it, do the rest.

An organization, like ours, helps people and their organizations day by day to get the best out of
themselves and each other. We prepare them to defy tomorrow’s challenges. We stimulate learning
and curiosity. In order for individual IT professionals and their employers, to build better, longer and
more intensive relationships. For mutual benefit.

Capgemini Academy. We transform IT professionals
academy.capgemini.nl
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